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the file to the appropriate mission or oonsular offioe by registered mail, 
in ordar that it nay be made available to the representative of the Tariff 
Commie a ion or to the Treasury agent. After due inspeotion, the invoices 
shall be returnod to the certifying offioe by registered mall. 

_ t . . li i u — tT -' 1 * * 

Note I5. Inspeotion of archives of a private nature . 

(a) General . Offioers may permit the inspeotion of archives of a 
private nature by private persons subject to the following conditions: 

(1) The private party must have an Interest in the particular 
document. 

(2) The Interest shall not Involve an importinent investigation or 
on illegitimate objeot. 

(3) Tho inquiry must not be contrary to the public intoreet. 

(4) If the paper has beon filed by the inquiring party, he must 
establish his identity. 

(3) If the paper hoe been filed by a party other than the Inquirer, 
the latter must have the written authorization of the former 
to examine the paper. 

(6) The papers oonooming whloh thq inquiry is made shall be 
eegragatad from other daaumentB and aarefully scrutinized to 
determine whether they bear endorsements or oontain mattor, 
the publioatlon or knowledge of whloh might be prejudicial to 
the public interest before permitting their examination. 

(7) The private party shall not be permitted to oopy the papers 
in question. If ooFles arc required, they must be made by 
on officer of the Foreign Service and duly oertifiad by him. 

(Seo Tariff of United States Foreign Servioe Fees, Beo- 
tian v-15 .) 

(8) In oase of doubt as to the propriety of permitting the inspec- 
tion of papors in a givon oase, the Department shall first be 
requested for instructions. 

(b) Special rules governing inspection of citizenship reoords . 
Citizenship reoorda are confidential. The 0 ont onts of suoli reoords may 
be divulged only to the following 0 lasses of inquirers: 

(1) Noar relatives of applloant. 

(2) Attorneys for applicants, or for other clients 'whon the applicant 
is deoeased and the clients have a legitimate interest In the 
reaord. 

(3) Researchers in genealogy. 

(4) Persons concerned in the settlement of estates. 

(3) Public welfare organizations. 

(6) American courts and offioial agencies. 

(7) Insurance companies. 

When a husband and wife have an absolute divorce, the reoords of one 
shall be confidential from the other. 

Lists of persons registered or of Amerioan citizens residing in a oon- 
sular district shall not be furnished to inquirers in the United States or 
abroad. 
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Responsibility for Xrohlves 



Note 1<5. Ragponalblllty for archives . The prlnclpalr offloer in. a mission 
or consular office shall be responsible for the proper maintenance, preserva- 
tion, and safeguarding of the arohlves in accordance with the terns of the 
foregoing instructions- (See section IV- 3 .J 

JL member of the staff shall be designated to Ins poet the reoords and arohlves 
at reasonable intervals to cheek on their oondition. 



VII -4. 



irdlng of codes . The oodes In Foreign Service establishments 



shall be safeguarded in accordance with such rules and regulations as the Secre- 
tary of State may prescribe. (E. 0. No. 8373, March 13 , 1340.) 

Note 1. Precautions to be exercised In encoding or enciphering and deoodl 
or deciphering" messages . Foreign Service asiabllshmonta' are enjoined to comply 

ing ragulations relative to the precautions to be exercised 
In enoodlng, enciphering, decoding, or deciphering messagesi 

(a) Only commissioned officers and suoh American employees of the Foreign 
Service as have been speoifioally authorised by the Department of 
State to perform this work may encode or enolpher, decode or decipher 
messages sent or received in the confidential oodes. 

(b) Only oommlssloned officers and suoh Amerloan employees of the Foreign 
Service as have been spooifioally designated by the principal offioer 
at tho post may enoode or deoode messages sent or reoeived in nonoon- 
fidentlal oodes. 

(a) When in use, the confidential oodes or ciphers must never bo left, even 
momentarily, unless guarded by a oomralssionod offloer or an Amerloan 
.employee who has been authorized by the Department to use the oodes. 

(d) Under no oiroumstanoes shall a citizen or subject of a foreign govern- 
ment have aooess to or an opportunity to observe suoh oodes or be 
permitted to gain any knowledge thereof, through the taking of 
dictation or by any other moans. ’ if at any time an offioer Isoms 
that a Department confidential oode or oipher is known by a foreign 
government, or develops a reasonable suapioion that suoh is the ease, 
ho shall report the matter at once to the Department in full detail 
for remedial action. 

(e) Enoodlng or enciphering shall be done from the original only. 

(f) Code or oipher symbols shall be printed by hand by the person doing the 
woric. Under no oiroumatanoea shall ooda symbols be called from one 
person to another. 

(g) Confidential and noneonfidontial oodes shall nsver be used in the same 
message. Certain information, such as quotations from official cor- 
respondence, letters, or newspapers, shall always be transmitted in 
nonoanfidcntial oode. When it is neoessary to oomment on suoh informa- 
tion, tho oomments shall be embodied in oonfidential code in a separate 
message whloh shall inoludo a statement to the effeot that the 
information commented on is being forwarded in a separate message. 

The message containing tho comments shall always be forwarded ahead of 
the message oontaining tho information which is the subject of oomment. 

(h) So far os possible, the encoding of messages shall bo verified before 
Bending by decoding and comparing with the original text. 
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(i) In encoding or enciphering a message or in deooding or deoipherlng 
one, the true roading, the paraf4ira.se (if one is made), and the 
oode or Cipher text shall be written on separato sheets of paper. 

( j) The verbatim text or true reading of the message received or sent 
' ’ 'in oode shall not be made known, shown, or eormiunioated to anyone, 

other than the Department of State, oommissioned of fleers of the 
Foreign Servioe, and American employees of the Foreign Servioe 
who have buen designated to perform work of this nature. If it 
is necessary to aommunioate the gist of the message to any other 
person, its oorztents shall be oorefully paraphrased and only the 
paraphrase communicated. 

In this oonnootlon attention le oalled to seation 135 , title 22 
of the United States Code, whloh provides os follows: ' 

Whoever, by virtue of his employment by the United 
States, shall obtain from another or shall hove custody 
of or assess to, or shall have had custody of or aooess 
to, any offiolal diplomatic oode or any matter prepared 
in any suoh aode, or whloh purports to havo been prepared 
in any suoh oode, and shall willfully, without authoriza- 
tion or aomp stent authority, publish or furnish to another 
any suoh oode or matter, or any matter whloh was obtained 
while in tho process of transmission between any foreign 
government and its diplomatic mission in the United States, 
shall be fined not more than $10,000, or imprisoned not 
more than ton years, or both. 

(k) All stonographlo notes, rough drafts, and oarbon paper used In encod- 
ing, enciphering, decoding, or deoipherlng messagos shall be burned 
immediately tho message is transcribed. 

(l) Messages in the confidential codes or oiphers shall not be trans- 
mitted by wireless telegraphy. 

Note 2. Safeguarding of codes and ciphers . The following regulations with 
reference to the safeguarding of oodea and ciphers , when not in use, shall be 
etrlotiy observed: 

(a) Either the principal officer at a post shall be personally responsible 
for the safekeeping of the eodes and ciphers or he shall designate 
another Foreign Servioe of fleer assigned to the post to assume 
personal responsibility for their oustody and oare. 

(b) When not in use, the confidential oodes and oiphers shall be kept in 
a looked compartment or box in the safe. In the event that the safe 
Is not fitted with a looked ooaipartment, confidential oodes and 
oiphers shall be sealed each time aftor being used. 

(o) Only those officers and clerics authorized to use tho confidential 
oodes and ciphers shall be given the oombinatlon of or have aeoess 
to the safe containing the oodes, oiphers, and striotly confidential 
correspondence file. Combinations of Bafes shall be changed 
periodically, at least onoe in two years. Eaoh time a change is 
effeoted in the oombinatlon of a safe the Department shall be In- 
formed by means of a card 'prepared in the following form: 



Paris, France, 
August 10, 1339* 

Shaw-Walker Safe No, 26323 
Inventory No. A7.1 

Combination 

Turn right four times to 40 
Turn left three times to 30 
Turn right twioe to 20 
Turn left to 10 to open 
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This card shall be t fans mitt od to tho Department in a sealed envelope 
marked 'Safe Combination" vhioh shall in turn be enolossd in another 
sealed envelope addressed to the "Chief of the Division of Foreign 
Servioe Administration". Officers are oautioned to forward the safe 
combinations in strict oonformity with the foregoing instruotions. . 

(d) At least ones a day the officer ohargod with the safekeeping of the cades 
and ciphers shall oheok them to see that they are intaot. A daily re- 
port on the results of this' oheok shall be submitted to the principal 
officer. 

■* a 

(e) Only under exceptional circumstances are code books to be rebound and 
the specif io authorisation of the Department shall be obtained in advance 
in each instanoo. In the event a code book becomes unfit for further 
use, a new one shall be requisitioned from the Department and at the same 
time instruotions requested with reference to the disposition to be made 
of the old oode. 

,, ( 

(f) On January 1 and July 1 of each year, eaoh Foreign Service establishment 
shall submit a report to the Department on the number and condition of 
the oodss in its possession. 
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